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Haventec Silent MFA: Multi-factor protection
without the multi-factor friction.

o ...every login initiates
! a silent multi-factor
o ...that does not require

authentication....

your customers to
A familiar authentication change their
experience... behaviour....

+ Haventec Silent MFA is

always on.

I R R * No one-time-PINs. + Is not dependent on the

simply enter their * No SMS costs. enterprise, or your users,
username and * No authentication apps. upgrading any hardware or
password (just like » No tokens / smart cards. software.

they do now). - No USB keys. * No private keys need to be

stored by your users or in
» No QR codes. ) H
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‘What the user kKnows 1. The user enters their username and password 2 2, The Silent MFA process is initiated
(the first factor) 0

!
3. Silent MFA requests the device Authkey and UUID from the user's device

What the user has
(the second factor)

4. The Authkey and UUID are sent to the Havenlec Silent MFA Platform

5. The Public Key and Symmetric Key
are refrieved from the database

6. The Symmetric Key, Authkey and
device information are used to
create a Private Key

7. The Private Key is validated against
the Public Key

8. All keys are destroyed and rolled
and a new Authkey is created

9. The new Authkey is sent fo the user's device ready for their next login o
Successful multi- 1
M i
factor authentication 10. The user is granted access to the application O‘
Existing authentication flow ! m
——p
Haventec Silent MFA flow
——
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